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Purpose, Reference, and Responsibility

A. Purpose

The purpose of this policy is to define:

1. When a covered entity may or may not disclose PHI to a business
associate or governmental entity, and when a business associate
may create or receive PHI on its behalf. Satisfactory assurances
must be provided that the business associate or governmental
entity will appropriately safeguard the information.

2. The requirements of contracts or other arrangements between the
covered entity and the business associate or governmental entity.
3. Steps the covered entity may take if it discovers that the business

associate or governmental entity has violated the contract.
B. Reference
45 C.F.R. § 164.502(e) and § 164.504(e).

C. Responsibility

The UCHSC shall ensure that the use or disclosure of PHI to business
associates, including governmental entities, shall be described in an
agreement or memorandum of understanding (MOU) and that PHI is
protected by the agreement or MOU. In addition, if the agreement has not
been reviewed by the UCHSC Office of Grants and Contracts, University
Counsel, Procurement Service Center and/or Technology Transfer (as
applicable), it is void. If anyone from UCHSC becomes aware of violations
of these privacy rights by business associates, including governmental
entities, it is his or her responsibility to take reasonable steps to end the
violation or terminate the passage of PHI to the business associate.
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Il Applicability and Definitions

A. Applicability

This policy is to ensure that privacy rights pertaining to the use or
disclosure of PHI are maintained with respect to business associates,
including governmental entities.

B. Definitions

Business Associate

Covered Entity (CE)

Health Care Operations

Individually Identifiable Health Information (lIHI)
Protected Health Information (PHI)

1. Policy

A. General

The UCHSC has an established communication mechanism and
guidelines for the purpose of ensuring that privacy rights pertaining to the
use and disclosure of PHI by business associates including, governmental
entities, are maintained.

1. Under this policy, UCHSC may disclose PHI to a business associate
and may allow a business associate, to create or receive PHI on its
behalf, as long as UCHSC obtains satisfactory assurance that the
business associate will appropriately safeguard the information. This
standard does not apply:

a. to disclosures to a health care provider concerning treatment of
an individual;

b. to disclosures by a group health plan or health insurance issuer
or HMO with respect to a group health plan to the plan sponsor.
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C.

to uses and disclosures by a health plan that is a government
program providing public benéefits, if eligibility for, or enroliment
in, the health plan is determined by an agency other than the
agency administering the health plan, or if the PHI used is to
determine enrollment or eligibility in the health plan is collected
by an agency other than the agency administering the health
plan, and such activity is authorized by law, with respect to the
collection and sharing of IIHI for the performance of such
functions by the health plan and the agency administering the
health plan.

2. UCHSC shall assure in writing (e.g. in a written contract or other
written agreement) that the business associate will appropriately
safeguard PHI. The contract or agreement shall include:

a. The permitted and required uses and disclosures of PHI by the

business associate;

The contract may permit the business associate to provide data
aggregation services relating to the health care operations of
the UCHSC;

The contract may permit the business associate to use and
disclose PHI for the proper management and administration of
the business associate, or to carry out its legal responsibilities;

That the business associate will:

i. Not use or further disclose the PHI other than as permitted
or required by the contract or as required by law;

ii. Use appropriate safeguards to prevent use or disclosure of
PHI other than as provided by the contract;

iii. Report to the UCHSC any use or disclosure of PHI not
provided for by the contract, of which it becomes aware;
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Vi.

vii.

viii.

Ensure that any agents, including subcontractors, to whom
the business associate provides PHI received from the
UCHSC, agrees to the same restrictions and conditions that
apply to the business associate;

Make available PHI in accordance with UCHSC policies on
Access of Individuals to PHI and Accounting of Disclosures;

Make available PHI for amendments and incorporate
amendments to PHI;

Make available to the Secretary of HHS internal practices,
books and records relating to use and disclosure of PHI, for
the purpose of determining compliance by the UCHSC,;

At termination of the contract, if feasible, return all PHI to
UCHSC, or destroy all PHI;

Authorize termination of the contract by UCHSC if the
UCHSC determines that the business associate has violated
a material term of the contract or agreement.

3. If UCHSC becomes aware of a pattern of activity or practice by the
business associate that constitutes a material breach or violation of the
business associate's obligation and/or of HIPAA, UCHSC shall take
reasonable steps to comply with this policy and other UCHSC HIPAA
policies. These steps include:

a. Allowing the business associate to cure the breach or end the
violation;

b. Termination of the contract or agreement, if feasible;

c. If termination is not feasible, reporting the problem to the
Secretary of HHS.
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4. The contract may not authorize the business associate to use or
further disclose the PHI in a manner that would violate HIPAA, if done
by the UCHSC.
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